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Security Whitepaper 

Overview 

A Cloud Guru is committed to protecting your information. This Security Policy outlines the 
technical and procedural measures A Cloud Guru employs to protect Customer Data.  
 
If you have any additional questions, please feel free to contact us at security@acloud.guru 
with any questions. 
 

Security Team  

A Cloud Guru has a dedicated security team. Our security team works with all teams at A 
Cloud Guru to ensure security is built into everything we do. 
 

People and Process 

All members of the A Cloud Guru team, including full-time employees and contractors are 
required to comply with internal security policies and practices. These policies and practices 
are designed to ensure compliance with law and security best practices. 
 

Monitoring 

Activity on A Cloud Guru’s systems is logged and monitored. This includes but is not limited 
to, Amazon Web Services (AWS), Auth0, GSuite and Github. Logs from these systems are 
actively stored centrally and analysed for unusual activity. The Security Team is alerted of 
any suspicious activity for review. 
 

Secure Software Development 

A Cloud Guru uses automation and reviews to ensure we develop software in a consistent, 
reliable and secure way. 
 

Code Reviews 

All changes to the A Cloud Guru platform are reviewed by peers. Code reviews are designed 
to ensure the security, performance and quality of code released to production. 
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Deployment Process 

The deployment of the A Cloud Guru platform is entirely automated. Changes to both 
infrastructure and code are subject automated testing using our Continuous Integration (CI) 
tool before being released to production. A change that passes our review and testing 
process is then deployed to production using our CI tool. 
 

Platform Security 

The A Cloud Guru platform leverages public cloud including Amazon Web Services (AWS) to 
deliver services to our customers. All physical security controls are managed by the cloud 
hosting providers we use. 
 
See https://acloud.guru/policies/subprocessors for a list of our Sub Processors. 
 

Cloud Security 

The primary focus of our security and development teams ensuring we employ the best 
security practices on our public cloud providers. This includes role based identity and access 
management, logging and monitoring, encryption 
 

Access Management 

A Cloud Guru restricts access to systems and infrastructure to A Cloud Guru personnel who 
require access as part of their job responsibilities. Access removal processes are used to 
revoke access to personnel who no longer need it. 
 
A Cloud Guru enforces a password policy and a requirement for multi-factor authentication 
when available to protect our accounts. 
 

Infrastructure as Code 

All infrastructure is provisioned via infrastructure as code solutions including AWS 
CloudFormation. This enables consistent, reliable and secure deployments of cloud 
infrastructure. 
 

System Administration and Patch Management 

A Cloud Guru leverages fully managed services to deliver the platform i.e. AWS Lambda. The 
provider is responsible for administering and patching the servers for their service. 
 

Logging & Monitoring 

Logging and monitoring is a core part of our security program. We capture and store logs 
generated by our infrastructure, application code and vendors in a centralised location. This 
includes but is not limited to AWS CloudTrail events, AWS CloudWatch logs and Auth0 logs. 
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These logs are actively monitored for unusual activity on our platform. Unusual activity 
generates a security alert which is reviewed by one of our security team members. 
 

Data Encryption 

A Cloud Guru encrypts data both at rest and in transit. All network communication uses TLS 
encryption to protect it in transit. We leverage the encryption tools included in public cloud 
data stores to encrypt data at rest. 
 

Laptop Security 

All laptops used by A Cloud Guru employees are encrypted and password protected. This is 
enforced through a centralised endpoint protection solution that enforces best practices on 
devices. 
 

Third-Party Assessments 

A Cloud Guru engages an independent organisation to assess the security of our platform. 
The security of our platform is reviewed on a 6 monthly basis. The team works quickly to 
mitigate potential issues identified by these reviews. 
 

Disaster Recovery and Backup 

A Cloud Guru maintains a Business Continuity and Disaster Recovery plan for the A Cloud 
Guru platform. 
 
Backups are a central part of our Business Continuity and Disaster Recovery procedures. All 
customer data is stored in Cloud storage services. All data is backed-up on at least a daily 
basis. 
 

Notification of Security Breach  

A Security Breach is defined as the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, Customer Data. A Cloud Guru will notify customers 
of a Security Breach in writing within 72-hours of a breach being confirmed. 
 
In the event of a Security Breach A Cloud Guru will take appropriate actions to contain, 
investigate and mitigate the breach. 
 

Reporting a Security Issue  

If you identify a security vulnerability in our platform you can report it to us by emailing 
security@acloud.guru. 
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